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INTRODUCTION

Criminals need three things in order to commit their crimes: motive, means, 
and opportunity. The third element—opportunity—often takes the form of 
vulnerabilities that criminals can exploit in order to perpetrate their intended 
crimes against a target. Accordingly, a critical step in preventing a crime is to 
know what those vulnerabilities are. Identification of idiosyncratic weaknesses 
inherent to the structures, existing policies and practices, together with evalu-
ation of external risks and threats, provide the essential foundation for formu-
lating the best measures with which to deter, detect and mitigate those risks 
and threats. Without pinpointing vulnerabilities specific to the organization, 
developing a safety and security plan is merely a generic exercise that might 
prove costly and superfluous or, worse, ineffective. Investing in a methodical 
and meticulous vulnerability assessment that evaluates the physical environ-
ment, policies and common practices should be an integral part of developing 
a comprehensive safety and security plan.

HISTORY OF VULNERABILITIES

Vulnerability is, quite simply, a weakness or inability to withstand the effects of 
a hostile environment. As vulnerability relates to safety and security planning, 
these issues date back to the dawn of civilization. In antiquity, an open cave 
left humans taking shelter inside it susceptible to attack from other people and 
animals. As a result, the security measure of sliding a rock over the mouth of 
the cave evolved. In medieval times, being vulnerable to enemies resulted in 
the building of fortresses with defenses such as high, fortified walls and moats. 
Today vulnerabilities aren’t limited to physical structures and environmental 
factors but also include technological weaknesses. In essence, vulnerabilities 
constantly evolve with society and culture and will continue to do so. As such, 
vulnerabilities must be assessed in the current context. 

ability to commit crime
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ISSUES AND MAIN POINTS

Why conduct assessments?

Perpetrators exploit the vulnerabilities of their target to their advantage. While 
schools, governments, and businesses have little to no control over a crimi-
nal’s motive or means in committing a crime, they can exert countermeasures 
against the third element: opportunity. When existing vulnerabilities associat-
ed with the physical structures, IT systems, or even organizational policies are 
bolstered, opportunity for crime to be perpetrated is either denied completely 
or significantly limited.

Who should assess?

Every organization—a school, government entity, or business—can assume it 
could be targeted for a crime and therefore needs to conduct a vulnerability 
assessment in the course of developing a comprehensive safety and security 
plan. Despite this egregious truth, vulnerability assessments are common-
ly overlooked as an integral step in plan development. According to David  
Paulison, former executive director of the Federal Emergency Management 
Agency (FEMA), 40-60% of small businesses never reopen after a disaster of 
any kind, due largely to a lack of preparation, illustrating the utter necessity of 
developing a plan for responding to incidents of any nature.1 

While the assets to be protected will vary according to the type of organization, 
the vulnerability itself may be common to any number of organizations. For 
example, consider two identical structures, one being used as an out-building 
for a school, housing a woodworking classroom and the other the physical 
location of a cabinet-making business. Despite a similar vulnerability, such as 
weak locks or failing to preclude unauthorized entry, contributing to the theft 
of a table saw, the two entities would experience different levels of impact. The 
loss of a table saw wouldn’t be incapacitating to the school, whose primary 
concern would be for the safety and well-being of its students. Conversely, the 
cabinet-making business would desire to protect its means of earning revenue, 
making the loss of the saw of primary importance. Though the vulnerabilities 
and losses were the same, the criticality of the lost item was different based 
upon the mission, goals and values of the two entities. Therefore, evaluation of 
this aspect must be taken into account as a critical variable in the vulnerability 
assessment equation. Properly trained law-enforcement officials and private- 
security professionals are best equipped to conduct the assessments, ensuring 
the right assets are flagged for protection, thus making certain the right  
vulnerabilities are identified and then addressed and remediated in the safety 
and security plan. 

1 Caroline McDonald, Experts Say Small Firms Lag In Disaster Planning,  
 http://www.propertycasualty360.com/2009/11/11/experts-say-small-firms-lag-in-disaster-planning  
 (November 2009).
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Items to be assessed:

For a plan to be comprehensive and effective, the assessment process must 
be equally thorough. Assessing the physical structures and surroundings of 
the organization for vulnerabilities is compulsory. Yet the process can’t stop 
there. Policies and procedures may have similar gaps and vulnerabilities that 
could be exploited to the advantage of a perpetrator. Additionally, the habits 
and common practices of personnel could present vulnerabilities. Information 
technology systems should also be tested to determine their weaknesses. This is 
most often performed by an IT professional who specializes in securing those 
systems.

Obstacles to the assessment process:

Budget constraints are the most frequently cited obstacles to conducting  
vulnerability assessments. Yet compared the cost of managing an incident, 
the financial investment of an assessment is nominal. The estimated cost of 
repairing Columbine High School and assisting the staff and students with 
recovery reached $50 million.2 Time constraints pose a similar obstacle. In a 
season of heightened awareness of risk, decision-makers often pursue a quick-fix  
answer to perceived problems instead of electing to take a proactive, methodi-
cal approach that will ultimately yield a solution that fits the problem, not just 
a knee-jerk reaction that might not remediate the problem at all. 

The most critical aspect to producing a sound assessment is the methodology 
applied to the process. There is no ‘one size fits all’ approach to assessments. The 
CARVER method, popularized in the Vietnam War era, uses a numerical scale 
to empirically select a target for attack by calculating the maximum damage 
that could be inflicted. Though the “V” in the CARVER method stands for 
vulnerabilities, nothing in the methodology explains how to identify vulner-
abilities or how to assign numerical values to them in the civilian world. This 
approach may not be a suitable tool for assessing vulnerabilities at particular 
venues, since many attackers choose their targets for emotional reasons, not 
based upon objective analysis. For example, the FBI notes the motivation of 
school shooters as being dominantly emotionally driven: 24% motivated by 
desire for attention or recognition, 27% motivated by suicide or desperation, 
34% motivated by attempt to solve a problem, 54% had multiple motives, 61% 
motivated by desire for revenge, and 75% felt bullied/persecuted/threatened  
by others.3   As such, a specifically tailored process is better suited to evaluating 
the vulnerabilities.

2 All costs from Columbine High shooting may reach $50 million, top official says, 
 http://www.deseretnews.com/article/695310/All-costs-from-Columbine-High-shooting-may-reach-50-million-top- 
 official-says.html?pg=all (May 1999).
3  FBI The School Shooter: A Quick Reference Guide, 
 http://publicintelligence.net/fbi-the-school-shooter-a-quick-reference-guide/ (January 2010).
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SOLUTIONS AND BEST PRACTICES

What to expect:

When contracting with security professionals or law enforcement for the  
purpose of assessing vulnerabilities, the scope of work must be defined at the 
outset to best facilitate communication amongst the vested parties. Stakehold-
ers, even if not an active part of the assessment process, should also be iden-
tified to ensure the assessment results and recommendations are delivered to 
the appropriate personnel. As the actual assessment commences, the following 
items will take place:

1. Evaluation of risk/threat factors. Frequently, some level of risk and 
threat has already been identified or are even the precipitating cause 
for commencing a vulnerability assessment. If comprehensive risk and 
threat assessments haven’t yet been conducted, they, too, should be  
incorporated into the process for maximum benefit. The risk and 
threat assessments should be prioritized based on probability and  
severity, which will then facilitate determining how to prioritize the 
vulnerabilities to address. The FEMA Guide for Developing High-Quali-
ty School Emergency Operations Plans4 supports this notion which can be  
extrapolated to apply to any organization saying, “Evaluating risk entails  
understanding the probability that the specific threat or hazard will 
occur; the effects it will likely have, including the severity of the  
impact; the time the school will have to warn students and staff about 
the threat or hazard; and how long it may last.” Furthermore, risks may 
carry multiple types of impact, as evidenced in the wake of Hurricane 
Katrina after which flooding initially created water biohazards, but later 
evolved into a mold problem and then chemical hazards associated with 
cleaning the mold. 

2. Evaluation of policies, procedures and people. Policy and procedural 
guidelines around any organization’s operations may carry vulnerabili-
ties implicitly.  Identifying gaps in the policies and procedures, as well as 
any existing vulnerabilities in them, is another fundamental element in 
the process. Without a policy that controls access to the building with 
a badge or physical screening, a person bringing a concealed weapon 
into the building cannot be prevented from entering, nor will that event 
be detected. Procedures for a school lockdown because of a shooter on  
premises need to account for not just locked doors, but obstructing 
the vision of an assailant(s) to preclude their ability to shoot accurately 
through classroom windows. Furthermore, staff members’ routines and 
habits may warrant evaluation for potential vulnerabilities. Predictabil-
ity is always exploited by attackers, who conduct surveillance on their  

4 U.S. Department of Education, Office of Elementary and Secondary Education, Office of Safe and Healthy  
 Students, Guide for Developing High-Quality School Emergency Operations Plans, Washington, DC, 2013.
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intended victims for the purpose of plotting their crime during planned, 
targeted attacks. These elements are also best evaluated on-site, since not 
all vulnerabilities will be readily apparent from the existing manuals.

3. Physical inspection of site/plant.  While floor plans and photographs 
of the facilities are helpful for a general understanding of the site’s lay-
out, they are insufficient for the purposes of identifying vulnerabilities. 
The diversity of physical locations in terms of the surroundings, build-
ing materials and local emergency-response teams necessitates conduct-
ing evaluations on location, even when buildings were erected from 
the same blueprints. For example, are exterior doors unlit, permitting 
a perpetrator to force entry unnoticed? Being on-site will enable the 
team of assessors to best identify vulnerabilities that may not be readily 
apparent from text or 2D renderings of any variety. A similar inspection 
should occur for any alternative venues where organizational functions 
might be held, such as school field trips and bus routes or corporate  
holiday functions. The inspection needs to evaluate not just the struc-
tures, but also the fixtures and systems, as well as the exterior grounds. 

4. Identification of vulnerabilities of concern. Determining which 
vulnerabilities, in relationship to the known risks and threats and the 
primary assets to be protected, is most critical to remediate. Due to 
budgetary or time constraints, not all vulnerabilities can be addressed 
in most cases. Nor do all vulnerabilities need to be addressed simulta-
neously; some remediation can be deferred.

5. Identification of potential solutions: Conducting a vulnerability  
assessment is an investment in prevention. As part of the comprehensive 
process, potential solutions to strengthen or eliminate all vulnerabili-
ties should be delineated and, furthermore, evaluated for cost, efficacy 
and ease of implementation. For example, perhaps installing anti-shim 
guards on doors will suffice in lieu of closed-circuit TV in light of the 
associated costs. If neither option is within budget parameters, simply 
assigning staff to check exterior doors at random, rather than habitual, 
times might serve as adequate deterrent for would-be perpetrators who 
might be casing the location as a potential target. 

6. Reporting of findings. At the conclusion of the assessment, a full brief 
documenting the vulnerabilities and associated solutions should be  
provided for documentation and next steps. This will be delivered to the 
stakeholders named in the step one (above). The written report will, in 
turn, help shape the written safety and security plan. 

7. Exit briefing. The final meeting with all vested parties as specified  
in the scope of work completes the communication loop on the  
assessment process. 



   7

Vulnerability Assessments: A Cornerstone of Effective Security Planning by ITG Consultants, Inc

RESULTS AND OUTCOMES:

Together with risk and threat assessments, the vulnerability assessment shapes 
comprehensive safety and security policies and procedures. Development and 
implementation of the resulting plan will be as cost-effective as is feasible, given 
the full range of options explored and then prioritized. To fund the implemen-
tation, consider first allocating existing funds and resources. When those funds 
are exhausted, develop a five-year plan to address the remaining vulnerabilities 
in priority succession, through future budget allocation or grant applications/
funding requests. These priorities should be determined based upon the like-
lihood of having the identified vulnerability exploited and the severity of the 
consequences if that comes to pass. 

Due to the comprehensive nature of the assessment, it will also be optimized 
for efficacy, providing the best measures for protection from safety and legal  
liability.  There is no ‘one size fits all’ solution for safety and security; complet-
ing the assessment process will culminate in a tailored solution, customized 
for the specific needs of the individual organization. The result of a thorough  
analysis should be actionable steps that, when implemented, result in deter-
rence of being targeted for criminal behavior, thereby exerting control over 
the only aspect in which control is possible: opportunity. Though no plan will 
eradicate risk or threat entirely, knowing which vulnerabilities haven’t been 
remediated will aid in planning to respond to them if they should arise.

CONCLUSION
Assessing vulnerabilities is a critical but commonly overlooked foundational 
step in developing a comprehensive safety and security plan. Knowing what 
vulnerabilities exist and could therefore be exploited allows organizations and 
businesses to pool that information with their knowledge of potential risks and 
threats to their operations and build their plans accordingly. By enlisting the 
aid of trained security professionals in an on-site, thorough evaluation of the 
physical environment, policies and common practices, vulnerabilities can be 
identified and then proactively addressed. Making the investment in a method-
ical assessment process will ensure the next steps in developing a safety and 
security plan are most effective and no more costly than necessary. 

©2013. ITG Consultants, Inc. All rights reserved.
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ABOUT ITG CONSULTANTS

ITG Consultants, Inc., is a Veteran-owned small business based in Pennsylva-
nia providing training, consulting and security management services. 

David L. Johnson, president of ITG, is certified in Homeland Security – Level 
V, by the American Board for Certification in Homeland Security, previously 
served on its Executive Advisory Board and also serves as Chairman of The 
American Board for Certification in Dignitary and Executive Protection. 

Gale R. Ericksen, vice-president of ITG, is a Certified Protection Professional 
by the American Society of Industrial Security and is certified in Homeland 
Security – Level III. 

Together, the leadership team of ITG Consultants has nearly 6 decades 
of experience in international law enforcement, executive and dignitary  
protection and training. 

For more information or a no-obligation discussion, visit our website at 
www.itg4.com or call (866) 904-4ITG.  
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